IHamsarka s odyuarwmmuxcs «besonacubiii UHTepHeT»

C KaxIbIM IOJJOM MOJIOJIEKH B UHTEPHETE CTAHOBUTHLCS OOJIbILE, @ MIKOJIBHUKH OJJHU U3 CaMbIX
aKTUBHBIX Ioib30Bareneil PyHera. Mexnay TeM, @IIOMMMO OIPOMHOTO  KOJIHMYECTBA
BO3MOKHOCTEHM, MHTEPHET HECeT M MpoOsieMbl. DTa MaMATKa JOJKHA IOMOYb Tebe 0e30macHo
HaXOJUThCS B CETH.

KoMnbroTepHbie BUPYCHI

KoMmbloTepHbIii BUpYC — 3TO Pa3HOBHIHOCTH KOMITBIOTEPHBIX IIPOrpaMM, OTJIMYUTEIHHOM
0COOEHHOCTBIO KOTOPOH! SIBJISIETCSI CIIOCOOHOCTD K Pa3MHOKEHHIO.

B nononHeHne k 3TOMy, BUPYCHI MOT'YT MOBPEIUTH WM TOJHOCTBIO YHUUYTOXHUTH BCE (Dailibl U
JIaHHbIE, MOJKOHTPOJbHBIE MOJb30BATEN0, OT UMEHU KOTOPOro ObLla 3alylleHa 3apakEHHas
IIporpaMMa, a TakKe IOBPEIUTb WIH JAKE€ YHHUYTOXWUTHb OIEPALMOHHYKO CHUCTEMY CO BCEMU
¢aitiamu B 11enoM. B G0IbIIMHCTBE CilydaeB pacpOCTPaHSIOTCS BUPYChI Uepe3 HHTEPHET.

MeTOI[I)I 3aIIUTEI OT BPCAOHOCHBIX ITPOrpaMm:

1. Hcnonp3yii cOBpeMEHHBbIE ONEPAMOHHBIE CHUCTEMBI, HMMEIOLIUE CEePbE3HBIA YPOBEHb
3aIUTBI OT BPEAOHOCHBIX IIPOTPAMM.

2. TlocrossHHO ycTaHaBiWMBa madtd (IUQPPOBBIC 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTAHABJIMBAIOTCS C LEJbI0 JOPAOTKM MpOorpaMMbl) M JApyrue OOHOBIIEHHUS CBOEi
omnepanroHHON cucteMbl. CKaunBail MX TOJBKO C O(HUIIMANTBHOrO caiiTa pa3paboTdmka
OC. Ecnu cyuiecTByeT peHM aBTOMAaTHYECKOI0 OOHOBJICHMS, BKJIFOUH €TO0.

3. Paloraii Ha cBOeM KOMITBIOTEpE TIO] IIPaBaMH ITOJIb30BATENs, @ HE aAIMHHUCTPATOPa. ITO
HE TO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMM HHCTAJZIMPOBATHCS HA TBOEM
MEPCOHAIBLHOM KOMIBIOTEPE.

4. Hcnonb3yil aHTUBUPYCHbIE MPOTPAMMHBIE NMPOAYKTHl HM3BECTHBIX MPOU3BOJIUTENEH, C

aBTOMAaTUYECKUM OOHOBJIEHHEM 0a3.

Orpannub pU3HUECKUil JOCTYI K KOMIIBIOTEPY JJIsl IOCTOPOHHUX JIHII.

6. Hcnonp3yil BHEIIHHE HOCHUTENW MH(OpMAIUH, Takue Kak ¢uiemka, JUCK WiH (ailn u3
MHTEPHETA, TOJILKO U3 MPO(EPEHHBIX HCTOUHHKOB.

7. He oTkpeiBail KOMIbIOTEpHBIE (DAITBI, MOTYyYEHHBIE U3 HEHAAEKHBIX HCTOYHUKOB. J[axe
Te (hailybl, KOTOpBIE MPHUCIAN TBOIM 3HaKOMBIH. Jlydle yTouHu y HEero, OTHpaBisul JIU OH
Tebe ux.
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Ceru WI-FI

Wi-Fi - 3T0 He BU nepeaaun JaHHBIX, HE TEXHOJIOTHsI, a BCETo JHIb Open 1, Mapka. Eme B 1991
rofly HuUJAepiaHjcKas KommaHus 3apeructpupoBana Openn «WECA», uro o0o3Hauano
cioBocouetanne «Wireless Fidelity», KoTopblii mepeBoIUTCS Kak «OeCTIPOBOIHAS TOYHOCTDY.

Jlo Hamiero BpeMeHH Jouuia apyras abOpeBuaTypa, KOTopas SIBISETCS TaKOW e TEeXHOJOTHEH.
Oto abopeBuarypa «Wi-Fi». Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTAaHIAPT BBICIIUI
3BykoBoH TexHHKH Hi-Fi, 4To B mepeBo/ie 03Ha4aeT «BbICOKAs TOYHOCTDY.

Ha, OecrmyaTHBI HMHTEpHET-IOCTYN B Kade, OTensIX M a’dponopTax SBISIETCS OTIMYHOU
BO3MO’KHOCTBIO BbIX0Jla B MHTepHET. HO MHOrMe SKCHepThl CUUTAIOT, YTO 001eaocTynHple Wi-
Fi cetn He sBNsAI0TCS 0€30MaCHBIMHU.

CogeTsl 0 6e30macHocTH pabote B 00menocTynHbix cetax Wi-fi:

1. He nepenasaii cBoro auuHyro uHGopMaiuio yepe3 oduienoctynusie Wi-Fi cetu. Paboras
B HUX, )KEJIATSJILHO HE BBOJUTH ITAPOJIN JOCTYIIA, JIOTHHBI H KaKHe-TO HOMepa.

2. Hcnonp3yii u OOHOBISIH aHTHBHPYCHBIC MPOTrpaMMbl U OpaHamayep. Tem caMbIM ThI
oOe3omacuiib ceds OT 3aKaukKl BUpyca Ha TBOE YCTPONUCTBO.



3. Ipu wucnonezoBanmu Wi-Fi ortkmroun ¢ynkmuio «OO0mmii goctyn k  ¢aiinam u
npuHTepam». JlanHas (QYHKUMSA 3aKpbiTa IO YMOJIYAHUIO, OJHAKO HEKOTOpbIE
MI0JIb30BATENM aKTUBUPYIOT €€ JUIsl y100CTBa MCIIONIb30BaHMsl B paboTe min yueoe;

4. He wucnone3yit nyO6mmunsiii WI-FI nns mepemaunm JAMUYHBIX AaHHBIX, Hampumep s
BBIX0/1a B COIIMAJIbHBIE CETU WU B 3JIEKTPOHHYIO TTOYTY.

5. Hnonw3yii Tonpko 3amuiienHoe coenunenue yepe3 HTTPS, a ue HTTP, T.e. npu Habope
BeO-asipeca BBOIU UMEHHO «https://».

6. B moOmibHOM Tenedone oTkimoun ¢pyHkimoo «[lonkmouenne k Wi-Fi aBTomatuuecku».
He nomyckaif aBTOMaTHYECKOTO TOJKIIOUEHUS ycTporcTBa K ceTsim Wi-Fi 6e3 TBoero
corjacus.

ConunajanHble CeTH

ConuanbHble CETH aKTHBHO BXOST B HAIly XH3Hb, MHOTHE JIIOJU PAaOOTAIOT M KUBYT Tam
noctosinHo, a B Facebook yke 3aperucrpupoBaH MILIHAp] YEIOBEK, YTO SBISETCS OTHOM
CEILMOM BCEX KUTEJIEH IIaHETEI.

Mmuorue mnoab3oBaTed HeE IIOHUMAKOT, 4YTO I/IH(l)OpMaIII/ISI, pasMCIICHHAasd WMMH B COLMUAJIbHBIX
CEeTSX, MOXKET OBbITh HaiJleHa W HCIOJIb30BaHA KEM YrOJHO, B TOM YHCJE HE 00s3aTEeNbHO C
OJlaruMu HaMEpPEHUSIMH.

OCHOBHBIE COBETHI 10 O€30IaCHOCTH B COIMAJIBHBIX CCTAX:

1. Orpannyb crnucok apy3edd. Y TeOst B Jpy3psiX HE JOJDKHO OBITH CIy4allHBIX H
HE3HAKOMBIX JIFOIECH.

2. 3ammuimai CBOIO YacTHYIO *H3Hb. He yka3biBaii maponu, TenedoHsl, agpeca, 1aTy TBOETO
POXKIIEHUS M JIPYTyl0 JUYHYI0O MH(GOpMAIHIO. 3JI0YMBIIUIEHHUKH MOTYT HCHOJb30BaTh
Jaxe MH(POPMaIUIO O TOM, KaK Thl ¥ TBOW POJUTEIN TUIAHUPYETE MPOBECTH KAHUKYIIBI.

3. 3amminail CBOIO pemyTalLuIo - IepKU ee B YUCTOTE U 3ajiaBail cebe Bompoc: X0Tel Obl ThI,
YTOOBI IPYTHE MOJIE30BATEIN BUICIH, YTO ThI 3arpyxaemb? [lomymaii, mpexme 4yem 9ro-
TO OIYOJMKOBATh, HAMUCATh U 3aTPY3UTh.

4. Ecnu Tel TOBOPHILB C JHOAbMH, KOTOPHIX HE 3HAEIllb, HE UCIOJIb3yH CBOE PEAILHOE UMSI U
JPYryIo JUYHYI0 HHPOPMALIUU: UMsI, MECTO JKUTEJIbCTBA, MECTO y4eObl U Mpoyee.

5. WsbGeraii pazmemenust pororpaduii B IHTEpHETE, T/ TH H300paK€H HA MECTHOCTH, 10
KOTOPOW MOKHO OIIPEEIUTHh TBOE MECTOIOJIOKEHUE.

6. Ilpu peructpamuu B COIUAIBLHOW CETH HEOOXOIMMO HCIIOJNB30BaTh CIIOKHBIE MApOIH,
cocrodiye u3 OykB U LU(P U C KOJIUUECTBOM 3HAKOB HE MEHee 8.

7. Jns conuaibHON CETH, MOYTHl M JPYTHX CaWTOB HEOOXOJIMMO HCIOJB30BaTh pPa3HbIC
naponu. Torna eciu Tedst B3J0OMAIOT, TO 3JOYMBIIIJICHHUKU MOJy4aT AOCTYH TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3zy.

DJIeKTPOHHBbIE JeHbIU

DJEeKTpOHHBIE JCHBIM — 3TO OYEHb YJOOHBIH CHOCO0 TUIaTeXel, OIHAKO CYIIECTBYIOT
MOUICHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH ICHBIH.

SHGKTPOHHBIG JCHBI'l IIOJABUJIINCHh COBCEM HCIABHO MW HMCEHHO H3-3a 3TOI'O BO MHOI'MX
rocyaapCTBax 40 CUX IOP HC NPOIHMCAHO PO HUX B 3dKOHAX.

B Poccun xe oHmn (byHKI_[I/IOHI/Ip}II-OT U 0 HUX YK€ MNPONHUCAHO B 3aKOHC, IT'I€ UX Pa3ACIIA0T Ha
HECKOJBKO BHJJOB — aHOHUMHBIC U HE aHOHHMHDBIC. PaSHI/IHa B TOM, YTO aHOHHMHBIC - OTO TC, B
KOTOPBIX pPa3pemIacTcsd MpOBOAUTL OIICpaAlUU 0e3 I/I,Z[CHTPI(l)I/IKaI_[I/II/I OJIB30BaTClIisA, a B
HEAaHOHUMHBIX I/IJIeHTI/I(bI/IKaHI/II/I MOJIB30BaTENIs SABJICTCS 00513aTEIILHOM.

Takxe cnenyer pa3ianuaTh JIEKTPOHHbIE (PUATHBIE NEHBIU (PaBHBI TOCYJaPCTBEHHBIM BaJIOTaM)
U JIEKTPOHHbIE He(UaTHbIE IEHbIM (HE paBHBI TOCYAAPCTBEHHBIM BaTIOTaM).

OcHoBHBIE COBETHI 110 0€30MacHOIl paboTe € INEKTPOHHBIMU ACHbIAMHU:



1. TlpuBsxu K cyeTy MOOWIBHBIA TenedoH. DTO caMblii yIOOHBIH M OBICTPBIA CHOCOO
BOCCTAaHOBHUTH JIOCTYII K cdetry. [IpuBsi3aHHbIA Tene(OH MOMOXKET, €Il 3a0y/Ielb CBOM
MJIATEKHBIM MTapoJib WIM 3aiIelb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA.

2. Hcnonp3yii omHOpaszoBbie maposu. [locie mepexona Ha YCHIICHHYIO aBTOPH3AIUIO0 TeOe
y’Ke He Oy/IeT yrpokaTh ONAaCHOCTh KPaky WIIM TIepeXxBaTa IIATeKHOTO MapoJIs.

3. Bwibepu croxusblii mapons. [IpecTynHnkam OyaeT He MPOCTO yraaaTh CJIOXKHBINA Mapoib.
Hanexnple mapoiu — 3TO Mapoiu, KOTOPhIE COAEPKAT HE MEHEee 8 3HAKOB M BKIIOYAIOT
B ce0s CTpOYHBIE M NPOMHUCHBIE OYKBBI, HU(PBI U HECKOIBKO CUMBOJIOB, TAKHE KaK 3HAK
nosuiapa, GyHTa, BOCKIMIATEeIbHbIN 3HaK | T.11. Hampumep, $tROng!

4. He BBOM CBOM JTMYHBIC JaHHBIE HA CAliTax, KOTOPHIM HE IOBEPSCIIb.

JJIeKTPOHHASA MOUYTA

OJNEeKTpOHHAs MOYTa — 3TO TEXHOJOTUs M IPENOCTaBIIIEMbIE €0 YCIYrH [0 IMEPECBUIKE U
MIOJTYYEHHUIO AJIEKTPOHHBIX COOOIIECHHI, KOTOPBIE PACTIPENIENAIOTCS B KOMITBIOTEPHOM CETH.

OO6bI1YHO 3JEKTPOHHBIN MOYTOBBIA  SIIIMK  BBINVISIAUT  CJIEAYIOLIUM obpa3zom:
WMsI_TI0JIh30BaTEsA(WUMS_JIOMEHA.

Takxe kpoMme niepesauu MpoCcToro TeKCTa, UMEETCS BO3MOXKHOCTD IepeiaBaTh (Qailibl.
OcHOBHBIE COBETHI IO 0€30MacHOM paboTe ¢ ANEKTPOHHON MOUTOM:

1. Hano BbIOpaTh MpaBWIBHBIA MOYTOBBIM cepBUC. B MHTEpHETE €CTh OrPOMHBIN BBHIOOD
OecrlaTHBIX MOYTOBBIX CEPBHUCOB, OJIHAKO JIydYIlle TOBEPSTH T€M, KOrO 3Haellb U KTO
IIEPBBIA B PEUTHHTE.

2. He yka3piBaii B JIW4YHOM TouTe JIWYHYIO HHPopManwio. Hampumep, smydiie BbIOpaTh
«My3BIKaTbHBIN _(hanaT@» unu «pok2013» BMecTo «remal3».

3. Hcnonb3yil OByXdTanmHyH aBTOPHU3aLHMIO0. DTO KOrJa MOMHUMO Mapojs HY>KHO BBOAHTH
KO/, MpUChLIaeMbIil mo SMS.

4. BeiOepu cnoXHbIA maposb. s KaXJoro mHOYTOBOTO SIIMKA JOJDKEH OBITh CBOM
HAJIC)KHbIM, YCTOMYUBBIN K B3JIOMY IIApPOJIb.

5. Ecnu ectb BO3MOKHOCTh HamucaTh CaMOMY CBOM JIMUHBIM BOIPOC, HCIONB3YH 3Ty
BO3MO>KHOCTb.

6. Mcrmonb3yil HECKOJIBKO IIOYTOBBIX SIIMKOB. I[IepBBIA 111 YacTHOM TEPENHUCKU C
aZpecaTaMy, KOTOPbIM ThI JIOBEpsi€lllb. JTO 3JIEKTPOHHBINA aJpec HE HAJl0 UCIIOJIb30BATh
IpU perucTpanuu Ha popyMax U caiTax.

7. He oTkpwIBaii (ailyibl 1 APyrre BIOKEHUS B MHCbMaX JIa)Ke €CIIM OHH MPUIILTH OT TBOUX
npy3ei. Jlydie yTouHu y HUX, OTIPABIISUIM JIM OHU Te0e 3TH (Daiiibl.

8. Tlocne okoHuUaHUs pabOTHI HA TOYTOBOM CEPBHCE MEpE] 3aKPHITHEM BKIAJIKH C CAUTOM
He 3a0yab HaXKaTh Ha «BeIiATI.

KuoOepOy/JUIMHT WM BUPTYaJibHOE U3/1€BATEIbCTBO

KubepOymauar — mnpecienoBaHue COOOIICHHUSIMU, COJCPKAIIMMU OCKOPOJIEHUS, arpeccuro,
3aIllyT'UBAHUC,; XYJIMTaHCTBO, COLIMAJILHOC 60ﬁKOTHpOBaHHC C IMMOMOLIBIO PA3JIMYHBIX UHTCPHCT-
CEpPBHUCOB.

OcHoBHBIE COBETHI 110 O0pbOE ¢ KNOEPOYIITMHIOM:

1. He Opocaiicst B 60ii. JIyummii crioco0: mocoBeTOBaThCS Kak ce0si BECTH U, €CIIU HET TOTO,

K KOMY MOXXHO OOpaTUThCS, TO BHauyaje YCHOKOUTbcS. Eciu Thl HauHelb OTBEYaTh

OCKOPOJICHHUSMHU Ha OCKOPOJICHUS, TO TOJIBKO elle OOJIbINe pa30iKellb KOH(IINKT;

VYnpasinsii cBoeil kubeppemyranuen.

3. AHOHMMHOCTHP B ceTd MHHMas. CyIIeCTBYIOT CHOCOOBI BBIICHUTH, KTO CTOWT 3a
QHOHHMMHBIM AKKayHTOM.

4. He cTtouT BecTH XyIMTaHCKUH 00pa3 BUPTYAIbHOW XU3HHU. MHTEpHET (QUKCHpYyeT Bce
TBOU JCUCTBUS U COXPAHAET UX. Y AAIUTh UX OyIeT KpaiiHe 3aTpyIHUTEIbHO.

N
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Cobmroait cBOM BUPTYaJIbHYIO YECTH CMOJIOAY.

6. UrHopupyii enuHu4HbIA HeratuB. OIHOPA30BbIE OCKOPOHMTEIBHBIC COOOIICHHUS JTydIle
UTHOpHPOBaTh. OOBIYHO arpeccus MpeKpamacTcsi Ha Ha4aaIbHOU CTaIHH.

7. ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMH COOOIICHHSMH, B COIHABHBIX
CETSIX €CTh BO3MOYKHOCTH OJIOKMPOBKH OTIIPABKU COOOIICHUH C OTPEICTICHHBIX aIpECOB.

8. Ecnmu Tl cBumetens kuOepOymiauHra. TBow  JIEHCTBUS: BBICTYNUTH IPOTHB

nmpeciieoBareis, I0Ka3aTh €My, 4YTO €ro JCWCTBHS OICHUBAIOTCS HETAaTUBHO,

MOJIIEPKATh JKEPTBY, KOTOPOH HYXHA IMCUXOJIOTUYECKasi TTIOMOIIIb, COOOIIUTH B3POCIBIM

0 (pakTe arpecCHBHOTO TTOBEICHUS B CETH.

MoOuibHbI Tes1eoH

CoBpemeHnHble cMapT(HOHBI U IUIAHIIETH COAEPKAT B ceOe BIOJIHE B3pOCIHbIH (YHKIHMOHAM, U
TENepb OHM MOTYT KOHKYPHpPOBAaThb CO CTAallMOHAPHBIMM KOMIIbIOTepaMu. OJHAKO, CPEICTB
3aIUTHI JUIA TOTOOHBIX YCTPONCTB MOKa OYEHb MaJIo.

TecTupoBaHMe U NMOUCK ySA3BUMOCTEM B HUX IIPOMCXOAUT HE TaK MHTEHCUBHO, Kak mid [IK, To
e camMoe KacaeTcsl U MOOMIIbHBIX TPUIOKEHUI.

CoBpemeHHble MOOMIIbHBIE Opay3ephl YK€ MPAKTUYECKU JOTHAIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacupenye GyHKIHOHAJA BICYET 32 CO00H OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3aLIHIIEHHOCTb.

Jlaneko He Bce TMPOU3BOAUTENM BBIMYCKAIOT OOHOBIICHHUS, 3aKPBIBAIOIINE KPUTUUYECKUE
YS3BUMOCTH JIJII CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI J1s1 6€30MaCHOCTH MOOMIIBHOTO Tene(oHa:

1. Hwudero He sBIsieTCS MO-HACTOSIIEMY OecrIaTHBIM. bylb OCTOpOKeH, BeJb Korma tede
MpeJIaraloT OeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITBI KAaKHE-TO ILIATHBIC
YCITyTH.

2. Nymaii, mpexae 4em otmnpaButh SMS, ¢oto mmm Buaeo. Thl TOYHO 3HaeNIb, TJAEC OHH

OyIyT B KOHEUHOM HTOTE?

Heo6xoaumMo 0OHOBIIATE OMIEPAIIMOHHYIO CHCTEMY TBOETO CMapT(doHa.

Hcnone3yit aHTUBHPYCHBIE TIPOTPAMMBI JJIsI MOOMJIBHBIX TEIE(POHOB.

He 3arpyxaii nmpwioXeHus OT HEU3BECTHOTO WCTOYHHKA, BEJAb OHH MOTYT COZICPXKATh

BPEIOHOCHOE MPOrpaMMHOE 00ecTIeYeHHE.

6. Ilocime Toro kak THI BBIMAEIIb C CalTa, IJ€ BBOAWI JMYHYIO WH(OpMaIuioo, 3aiau B

HACTpOIKK Opay3epa u yganum cookies.

[leproanuecku mpoBepsii Kakue IIaTHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

8. laBaii cBoii HOMEp MOOMIIBHOTO Tele(OHa TONBKO JIOSAM, KOTOPBIX Thl 3HACIIb U KOMY
JOBEpsCIIb.

9. Bluetooth momkeH OBITH BBIKJIFOUEH, KOT/Ia THl UM HE TMOJb3yenibes. He 3a0biBaii nHOT 1A
IPOBEPSTH 3TO.
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Online urpst

COBpeMCHHBIe OHHaﬁH-HFpBI — OTO KpaCOYHELIC, 3aXBAaTbIBAIOIIHUEC PA3BJICYCHUA, O6’BCI[I/IH${IOHII/IG
COTHH TbICAY YCJIOBCK 110 BCEMY MUDPY. I/IrpOKI/I HCCIICAYIOT ,Z[aHHBIfI UM MHD, O6H_I3.IOTC$[ Apyr C
APYrom, BBIIIOJIHAIOT 3aJaHUA, CpaXarOTCsd ¢ MOHCTpaMU W ITOJIY4YalOT OIIBIT. 3a YAOBOJILCTBUEC
OHHU IJIATAT: HOKYIIAOT JUCK, OIINIaYUBAIOT a0OHEMEHT WJIH HpI/IO6peTaI-OT KaKHC-TO OIIIHH.

Bce atu cpenctBa uayT Ha MOJJEp:KAaHUE W Pa3BUTHE UIPHI, a TaKkKe Ha caMy O€30MacHOCTb:
COBEPIICHCTBYIOTCS CHCTEMbI aBTOPH3AIUH, BBITYCKAIOTCS HOBBIC MAaT4 (IIUPPOBBIC 3aIIaTKU
JUTSL IPOTPAMM ), 3aKPBIBAIOTCS Y3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX HUrpax CTOUT OIIaCaTbCsad HE CTOJIBKO CBOUX COICPHHUKOB, CKOJIBKO Kpa>Xu TBOCTO
napoJjid, Ha KOTOpOM OCHOBaHa CUCTEMA aBTOpHU3aAllUA 0OIBIIMHCTBA urp.



OCHOBHBIE COBETHI 10 OE30IaCHOCTU TBOCTO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroii urpok Beznet ce0s IIoXo Ui co3AaeT Te0e HePUATHOCTH, 3a0JIOKUPYH ero
B CIIMUCKE UTPOKOB.

[oxamylics aqMUHUCTpAaTOpaM UIphl HA IUIOXOE MOBEJIEHUE ITOIO UIPOKA, JKEIATEIbHO
NPUIOKUTH KaKUe-TO JOKa3aTeJIbCTBA B BU/IE CKPHHOB.

He yxasbiBaii nuunyto nHpopmanuio B npodaiisie urpsl.

VBaxkall Ipyrux y4aCTHUKOB IO UTPE.

He ycranaBnuBaii HeouimaibHbIe TATYH U MOJIBL.

Hcnonb3yi cioxkHbIe U pa3Hble MapOIH.

Jaxe BO BpeMs WUIpbl HE CTOUT OTKJIIOYATh aHTUBUpPYC. lloka TbI Wrpaems, TBOU
KOMITBIOTEP MOT'YT 3apa3UTh.
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OUIIMHT WIN Kpaika JUYHBIX JTaHHBbIX

OOBIUHOM Kpaxel JeHEeTr W JOKYMEHTOB CETOJHS YK€ HUKOTO HE YAHMBHUIIL, HO C Pa3BUTHEM
WHTEPHET-TEXHOJOTUM 3JOYMBILIJICHHUKH [EPEMECTUIMCh B HHTEPHET, U NPOJOJIKAIOT
3aHUMAThCS JIFOOMMBIMY JCTIOM.

Tak nmosiBuIach HOBasi yrpo3a: HHTEPHET-MOLUICHHUYECTBA WM (DUILIMHT, IJIaBHASI 11€JIb KOTOPOTo
COCTOHUT B MOJIyY€HUH KOH(PUICHIIMATIbHBIX JaHHBIX MOJIb30BaTeNIell — JIOTUHOB U mapoJjeil. Ha
aHTuicKoM sa3bike phishing unraercs xak ¢ummHr (ot fishing — peiOHas noBus, password —
1apoJib).

OCHOBHBIE COBETHI IO OOPHOE C PUITHHTOM:

1. Crenu 3a cBouM akkayHTOM. Eciu Thl 0103peBaellb, YTO TBOSI aHKETa OblIa B3JIOMaHa,
TO HEOOXOJUMO 3a0JI0KUPOBATh €€ U COOOLIUTH aJIMUHUCTPATOPaM pecypca 00 3TOM Kak
MOYKHO CKOpee.

2. HUcnonp3yii O6e3omacHble BeO-CAlThl, B TOM YHCIE, HHTEPHET-MAra3MHOB M MOUCKOBBIX
CHCTEM.

3. Hcnonp3yii cioxxHele W paszHble maposd. Takum oOpas3om, eciau TeOsl B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKHU 110JIy4aT AOCTYH TOJIBKO K OAHOMY TBOEMY IPO(UIIIO B CETH, a HE KO
BCEM.

4. Ecau T1ebs B310MaM, TO HEOOXOIUMO MPERyNpelnuTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE

n00aBJIEHBI y TEOsI B IPY3bSX, O TOM, YTO TeOS B3JIOMAJU M, BO3MOXKHO, OT TBOETO UMECHHU

OyzeT pacchlIaThCs CaM U CChUIKU Ha (DUILIMHTOBBIE CAThI.

YcranoBu HaaexHbIi mapois (PIN) Ha MoOuIBHEIH TenedoH.

OTKIII0YM cOXpaHeHue Maposis B Opaysepe.

7. He oTkpsIBaii (ailsibl 1 APYrue BIOKEHUS B MHCHMaXx Ja)Ke €CJIM OHHM HPUILIH OT TBOMX
npys3eil. JIydiie yTouHu y HUX, OTHPABIISUIN JIM OHU TeOe 3TU (pailibl.

o

Hudposas penyrauus

udposass penmyranus - 5TO HETaTWBHAs WM TO3WTHBHAs HWHGpOpMAIMs B ceThu O Tebe.
Kommpomerupyromas uHpopMaiusi pa3MelIeHHass B MHTEPHETE MOXET Cephe3HBIM 00pazoMm
OTPa3UTHCS HA TBOEH peabHOMN KU3HMU.

«udposas penmyrauus» - 370 TBOH UMUK, KOTOPBIA (hopmupyercs u3 uHpopmanuu o tede B
UHTEPHETE.

TBoe mecTo KHUTCIIBCTBA, y‘IC6H, TBOC (bl/IHaHCOBOC IIOJIOXXCHUC, 0COOEHHOCTH XapaKkTepa u
paccCKasbl O OU3KUX — BCE 3TO HAKAIIJIMBACTCS B CCTH.

MHoOrue MOAPOCTKU JIETKOMBICICHHO OTHOCSTCS K MYOJUKAIMU JIMYHOM HH(OpManuu B
HHTepHeTe, He TOHUMAsi BO3MOXKHBIX TOCIEACTBHNA. ThI JaXke HE CMOXKEIb JOTaJaThCsi O TOM,
4to (poTorpadusi, pazMelieHHas 5 1eT Hazal, cTajla MPUUYMHON OTKa3a MPUHATH Te0s Ha padoTy.



Kommenrtapuu, pasmenienre TBoux Gortorpaduii u qpyrue AecTBUsS MOTYT HEe UCUE3HYTD JIaxe
Iocje TOro, Kak Thl MX yAanulllb. Thl HE 3HaEIllb, KTO COXPaHMUI 3Ty MHPOPMALKIO, onaaa Jiu
OHa B IIOMCKOBBIE CHCTEMBI M COXPAaHMJIACh JM OHA, a IJIABHOE: YTO NOAYMAaKT O Tebe
OKpy’Karollee JIIOAH, KOTOpble HailnyT U yBuasT 3to. HaliTn mHdopmManuio MHOro JIeT crycTs
CMOXeT JII000H — Kak W3 JOOphIX MOOYXKIEHHUH, TaK M C HAMEPEHHWEM NPUYMHHUTH Bpeld. DTO
MOJKET OBITh KTO YTOJHO.

OcCHOBHBIE COBETHI 110 3alIUTE HU(POBON pPEIyTaINH:

1. Tlogymaii, mpexae 4ueM 4Yro-TO MyOJIMKOBaTh M TiepeaaBaTh y ceOs B Ojore Wid B
COLIMAJIHOM CETH.

2. B mHactpoiikax mpo¢uis yCTaHOBH OTPAaHMYCHHSI HA MPOCMOTP TBOETO MPOdHIL U €ro
COZIEPKUMOT O, CAEIAN €r0 TOIBKO <UL APY3Eh».

3. He pa3memaii u He yka3biBaii HH(OPMAIHIO, KOTOPask MOKET KOTO-THO0 OCKOPOJIATh UITH
00MXKAaTh.

ABTOpCKOe MpPaBo

CoBpeMeHHbIE IIKOJBHUKU— AKTUBHBIE IOJb30BaTENM LUGPOBOro mpocTpaHcTBa. OpHako
JTAJIEKO HE BCE 3HAIOT, YTO MOJb30BAaHHE MHOTMMHU BO3MOXKHOCTSIMH IIU(PPOBOTO MUpPA TPEOyeT
COOIIIO/ICHHS ITPaB HAa UHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH «MHTENNIEKTyallbHass COOCTBEHHOCTB» OTHOCHTCS K  Pa3UYHBIM  TBOPEHHSIM
YeJI0BEYECKOT0 yMa, HAuWHAasl ¢ HOBBIX M300peTeHH M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha TMPOAYKTHl M YCIOyrd, W 3aKaHyuBas KHUTamu, QororpapusiMu, KHHOQWIBMAMH U
MY3bIKQJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHE TpaBa — 3TO MPaBa Ha MHTEJUIEKTYaIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEpaTyphl U UICKYCCTBA.

ABTOpCKHE NpaBa BHICTYNAIOT B KaYECTBE rapaHTUU TOTO, YTO MHTEJUIEKTYalIbHBINH/TBOPUECKUN
TPyl aBTOpa He OyIeT HalpacHbIM, JAcT €My CIIpaBe/UIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbpTaTax CBOETO TPY/a, MOIYYUTh U3BECTHOCTh U IPU3HAHUE.

Hukro 6e3 pa3zpemeHust aBTopa He MOKET BOCIIPOM3BOIUTH €0 MPOU3BEIEHUE, PACTIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MpPOAABATh, HMMIIOPTHPOBATH, IyCKaThb B MPOKAT, MyOIUYHO
UCIIOJIHATH, OKA3bIBATH/UCIIONHATE B AGUpe WM pa3MeniaTsh B MIHTepHeTe.

Hcnonp3oBaHue «mupaTckoro» MNPOrpaMMHOIO OOECHEYEeHHUs MOXKET HPHUBECTH K MHOTUM
pHCKaM: OT IOTEpPH JAHHBIX K TBOMM AaKKayHTaMm J10 OJOKHMPOBKHM TBOETO YCTPOMCTBA, IJie
YCTaHOBJICHHBII He JerajipHas nporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYET
jeranbHble U OeCIIaTHbIE TPOrpaMMBbl, KOTOPbIE MOKHO HAalTH B CETH.



